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Declaration of Helsinki 2013

Privacy and Confidentiality

24. Every precaution must be taken to protect the privacy of research
subjects and the confidentiality of their personal information.
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WMA
Declaration of Helsinki

Eshicol Principles for Medicol Reseorch
Involving Human Subiects

2013

THE COMMON RULE (2016)

® §46.111 Criteria for IRB approval of research

(7) When appropriate, there are adequate provisions to protect the privacy
of subjects and to maintain the confidentiality of data.
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The Personal Data Protection Act B.E. 2562

n5.u. Auasesdoyadiuyana wa. 2562 awszmalu

iUy e Ui 27 wauniau 2562

Fovuon 1 anznsaumMsAuasasdayadiuyana uay
wana 4 diinnueuznsumsfuasesdoyadiuypaa
o s s sl [ o @ Vel
sauflsunanzna MlygRieiunsinlug
AMZNITUNANATBITBYAdILYARa wardliny
AnznITuN1sANATEsdByaduyanalususniy dina
TiUsAuaauadui 28 wqunau 2562 Wislwilszezim
mawdsurmundenluiunsdunsesloyavessung

Tunwsau

Tasfiuntyaiilunuaduaziinateduldluiun

28 nn¥nay 2563

nsAuAsestayadiuunna

URfuATstayadauyana W.A. 2562

7/10/2024

doyaduynaa fis Teyaivivyaradailianniaszuduanaiuld 1y Jo-ana fleg nrdnsUszawu minoaunidwi email

waNNISNISHNUSIVSIN 19 wiailawedayadiuyana

mafiusausa 1 Wiednweteyaduyapaazfeadinaduiums

e

e WA

12

Whreslayadiuyrrafasiinnudusey
dowdsinguszasdvainisiiviausiu 1f wiadawedayadiuynaa
Consent figausnaandnduduiaiau

= - o v ' 2 "
Huvunizotonnuiiguedainlaldlaediewaaodlidunisasnaas

WivaslayadiuyaradzaaunuBuseudialafld

lunseerrubusesdesdiaddsiignluauiudasyeniredayadiuyanalunslrnubuee

a 1ot o w P =@ ¥ = v : s el T T S I ¥ o i =t v oo -
analif Gaulalunslimubussufianiusiusa 19 1v1i'E']LUEﬂLNLI’EIz'llilﬂiﬂuqV“W‘Tﬁﬂmlmu.mﬂ’jf]Lﬂl‘.l’l“tlﬂdi.ﬂ‘v’l’r;"Uﬂ'ﬁL‘HTﬂﬂﬁﬂJQﬂ%\‘li”ll.lﬂdﬂﬁ'lﬂu’jﬂﬁ'uu |

A




7/10/2024

dauaduuanaiiinnuazidendau (Sensitive personal data)
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GDPR (General Data Protection Regulation)

¢ General Data Protection Regulation (GDPR) is the toughest privacy and
security law in the world passed by the European Union (EU). The

regulation was put into effect on May 25, 2018.

® Fines for violating the GDPR are very high which max out at €20 million or

4% of global revenue.

Consent

® Consent must be “freely given, specific, informed and unambiguous.”

® Requests for consent must be “clearly distinguishable from the other
matters” and presented in “clear and plain language.”

® Data subjects can withdraw previously given consent whenever they want,
and you have to honor their decision.

¢ Children under 16 can only give consent with permission from their
parent.

® You need to keep documentary evidence of consent.
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Breach of Privacy
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Confidentiality = Data Protection

1
/

@ Ag ¥ (% a L% A A

- dwismssnmenuauuazilametays aManNgI Y waz
anaalAIANAIN® MalaranaIusITNNATNYUDIIAY
MIINBIAMNALLANA TaINA BIADIVDNMADIFIFNAT

A 2 % v 6 Ao A 1 =~
‘Yli"l‘lJL3J§J@Iﬂﬂllﬁ]ﬂiﬁﬂﬂﬂﬂ‘i‘ﬂiﬂNﬂ“ljﬂ‘u‘ﬂi"l‘u LW

a\ 1 ai s A ~ @ ¥ a d? 1
T‘Jﬂ@lﬂ@la LNBNWRIDDNIINDWAITNUINLLIILNAYILLN

ANFNFNAT Ki30 qﬂﬂaﬁu

Confidentiality = Data Protection

¥
- mmmsinmmwau‘maoﬂ’agaﬁunu

(=) ¥ “gn
* BWAVDIVBYA (sensitive data)
J 5’%@15’1ﬂﬁmmﬁmﬁumnﬁ’agammwﬂ
. ﬂaﬁuiudﬂ 206 VABUVDITLUUNITINWIAINAL
o [ (% %
- sudluwaaslasunisilasnuain
* nisanvlag
* msidarke
[y AV
o mvldeun lamanzas
— YN ILRNL
A Yo
* yaaanlasuawaa
9 1 d' o é & U v
* wihawhsnduaas;

7/10/2024

11



Breach of Confidentiality
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Private information
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Personal sensitive data Pseudonymous data

This is the full data including IDs are replaced with pseuds

personal and special data Sensitive data is encrypted.

Name John Briggs Names User-78463 Sex Male
Date of birth 14.04.87 Date of birth 14 04 87 Age 30-49
Email jp89@mail com Email
User ID jehn_briggs_89 User ID
Health type 1 diabetes Health type 1 diabetes Health type 1 diabetes
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Privacy invasion

® Invasion of privacy is the unjustifiable intrusion into the personal life of

another without consent.
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Information with an expectation of privacy
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EC/IRB review of protocol and documents

Review Criteria for IRB Approval
* Scientific aspect * Risk is minimized
* Ethical aspect ) * Risk is reasonable to anticipated benefit or

« Informed consent importance of knowledge
aspect * Selection of subjects is equitable

* Adequate protection of privacy of subjects
and confidentiality of data

* Valid informed consent
* Additional safeguard for vulnerable persons

Common Rule
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